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TI TLE 28--JUDI Cl AL ADM NI STRATI ON

CHAPTER | - - DEPARTMENT OF JUSTI CE

PART 20--CRI M NAL JUSTI CE | NFORMATI ON SYSTEMS- - Tabl e of Contents
Subpart A--General Provisions

Sec. 20.2 Authority.

These regul ations are issued pursuant to sections 501 and 524(b) of the
Omi bus Crinme Control and Safe Streets Act of 1968, as anended by the
Crime Control Act of 1973, Public Law 93-83, 87 Stat. 197, 42 U S.C
3701, et seq. (Act), 28 U S.C. 534, and Public Law 92-544, 86 Stat.
111%

Sec. 20.3 Definitions.

As used in these regul ati ons:

(a) Crimnal history record information system neans a system i ncl udi ng
the equi pment, facilities, procedures, agreenents, and organizations
thereof, for the collection, processing, preservation or dissenination
of crimnal history record information.

(b) Criminal history record information nmeans i nformation coll ected by
crimnal justice agencies on individuals consisting of identifiable
descriptions and notations of arrests, detentions, indictnents,

i nformati ons, or other formal criminal charges, and any disposition
arising therefrom sentencing, correctional supervision, and rel ease.
The term does not include identification information such as
fingerprint records to the extent that such information does not

i ndi cate involvenent of the individual in the crimnal justice system
State and Federal Inspector General O fices are included.

(c) Crinminal justice agency neans:

(1) Courts;

(2) A government agency or any subunit thereof which perforns the

admi nistration of criminal justice pursuant to a statute or executive
order, and which allocates a substantial part of its annual budget to
the adm ni stration of crimnal justice.

(d) The administration of crimnal justice neans perfornmance of any of
the following activities: Detection, apprehension, detention, pretria
rel ease, post-trial release, prosecution, adjudication, correctiona
supervi sion, or rehabilitation of accused persons or crimna

of fenders. The adm nistration of crimnal justice shall include
crimnal identification activities and the collection, storage, and

di ssenmination of crimnal history record information. State and
Federal |nspector Ceneral O fices are included.

(e) Disposition neans information disclosing that crimnal proceedings
have been concl uded, including information disclosing that the police
have el ected not to refer a matter to a prosecutor or that a prosecutor
has el ected not to conmence crimnal proceedi ngs and al so di scl osing



the nature of the termination in the proceedings; or infornmation
di scl osi ng that proceedi ngs have been indefinitely postponed and al so

di scl osing the reason for such postponenent. Dispositions shal

i nclude, but not be limted to, acquittal, acquittal by reason of
insanity, acquittal by reason of mental inconpetence, case continued
wi t hout finding, charge disnm ssed, charge disnissed due to insanity,
charge dism ssed due to nental inconpetency, charge still pending due
to insanity, charge still pending due to nental inconpetence, guilty
pl ea, nolle prosequi, no paper, nolo contendere plea, convicted,
yout hf ul of fender determ nation, deceased, deferred disposition,

di smi ssed--civil action, found insane, found nentally inconpetent,

par doned, probation before conviction, sentence comuted, adjudication
wi t hhel d, mistrial -defendant discharged, executive clenency, placed on
probation, paroled, or released fromcorrectional supervision

(f) Statute nmeans an Act of Congress or State |legislature of a

provi sion of the Constitution of the United States or of a State.

(g) State neans any State of the United States, the District of

Col unmbi a, the Commonweal th of Puerto Rico, and any territory or
possession of the United States.

(h) An executive order neans an order of the President of the United
States or the Chief Executive of a State which has the force of |aw and
which is published in a manner permitting regular public access

t her et o.

(i) Act nmeans the Omibus Crinme Control and Safe Streets Act, 42 U S.C
3701, et seq., as amended.

(j) Departrment of Justice crimnal history record information system
nmeans the ldentification Division and the Conputerized Crinminal History
File systens operated by the Federal Bureau of |nvestigation.

(k) Nonconviction data nmeans arrest information w thout disposition if
an interval of one year has elapsed fromthe date of arrest and no
active prosecution of the charge is pending; or information disclosing
that the police have elected not to refer a matter to a prosecutor, or
that a prosecutor has elected not to conmence crimnal proceedings, or
t hat proceedi ngs have been indefinitely postponed, as well as al
acquittals and all dism ssals.

(I') Direct access neans having the authority to access the crimna

hi story record dat abase, whether by nanual or automated nethods.

Sec. 20.20 Applicability.
Source: 41 FR 11715, Mar. 19, 1976, unl ess otherw se noted.

(a) The regulations in this subpart apply to all State and | oca
agenci es and individuals collecting, storing, or dissem nating crimna
hi story record information processed by nanual or autonated operations
where such coll ection, storage, or dissem nation has been funded in
whole or in part with funds nmade avail able by the Law Enfor cenent

Assi stance Adm nistration subsequent to July 1, 1973, pursuant to title
| of the Act. Use of information obtained fromthe FBI Identification
Di vision or the FBI/NCIC system shall also be subject to linitations
contained in subpart C.



(b) The regulations in this subpart shall not apply to crimnal history
record information contained in:

(1) Posters, announcenents, or lists for identifying or apprehending
fugitives or wanted persons;

(2) Oiginal records of entry such as police blotters maintained by
crimnal justice agencies, conpiled chronologically and required by |aw
or long standing customto be nmade public, if such records are

organi zed on a chronol ogi cal basis;

(3) Court records of public judicial proceedings;

(4) Published court or admnistrative opinions or public judicial

adm nistrative or |egislative proceedi ngs;

(5) Records of traffic offenses nmintained by State departnments of
transportation, notor vehicles or the equival ent thereof for the
purpose of regulating the issuance, suspension, revocation, or renewa
of driver's, pilot's or other operators' |icenses;

(6) Announcenents of executive clenency.

(c) Nothing in these regulations prevents a crinminal justice agency
fromdisclosing to the public crimnal history record information
related to the offense for which an individual is currently within the
crimnal justice system Nor is a crimnal justice agency prohibited
fromconfirmng prior crimnal history record information to nmenbers of
the news media or any other person, upon specific inquiry as to whether
a naned individual was arrested, detained, indicted, or whether an

i nformati on or other formal charge was filed, on a specified date, if
the arrest record information or crimnal record information disclosed
is based on data excluded by paragraph (b) of this section. The
regul ati ons do not prohibit the dissem nation of criminal history
record information for purposes of international travel, such as

i ssuing visas and granting of citizenship

Sec. 20.21 Preparation and subnission of a Criminal History Record
I nformation Pl an.

A plan shall be submtted to QJARS by each State on March 16, 1976, to
set forth all operational procedures, except those portions relating to
di ssenmi nation and security. A supplenental plan covering these
portions shall be subnmitted no |ater than 90 days after pronul gation of
t hese amended regul ations. The plan shall set forth operationa
procedures to-

(a) Conpl eteness and accuracy. Insure that crinminal history record
information is conplete and accurate.

(1) Conplete records should be nmaintained at a central State
repository. To be conplete, a record nmintained at a central State
repository which contains information that an individual has been
arrested, and which is available for dissem nation, nust contain

i nformati on of any dispositions occurring within the State within 90
days after the disposition has occurred. The above shall apply to al
arrests occurring subsequent to the effective date of these
regul ati ons. Procedures shall be established for crimnal justice
agencies to query the central repository prior to dissenination of any
crimnal history record information unless it can be assured that the
nost up-to-date disposition data is being used. Inquiries of a centra
State repository shall be nade prior to any dissenination except in



those cases where tine is of the essence and the repository is
technically incapable of responding within the necessary tinme period.
(2) To be accurate nmeans that no record containing crimnal history
record information shall contain erroneous information. To acconplish
this end, criminal justice agencies shall institute a process of data
collection, entry, storage, and systematic audit that will mininize the
possibility of recording and storing inaccurate information and upon
finding inaccurate information of a material nature, shall notify al
crimnal justice agencies known to have received such information

(b) Limtations on dissem nation. Insure that dissem nation of
nonconvi cti on data has been limted, whether directly or through any
intermediary only to:

(1) Crinminal justice agencies, for purposes of the adm nistration of
crimnal justice and crimnal justice agency enpl oynent;

(2) Individuals and agenci es for any purpose authorized by statute,
ordi nance, executive order, or court rule, decision, or order, as
construed by appropriate State or local officials or agencies;

(3) Individuals and agencies pursuant to a specific agreement with a
crimnal justice agency to provide services required for the

admi nistration of crimnal justice pursuant to that agreenent. The
agreenent shall specifically authorize access to data, linmt the use of
data to purposes for which given, insure the security and
confidentiality of the data consistent with these regul ations, and
provi de sanctions for violation thereof;

(4) Individuals and agencies for the express purpose of research

eval uative, or statistical activities pursuant to an agreenment with a
crimnal justice agency. The agreenment shall specifically authorize
access to data, limt the use of data to research, evaluative, or
statistical purposes, insure the confidentiality and security of the
data consistent with these regulations and [[Page 357]]

with section 524(a) of the Act and any regul ations inplenenting section
524(a), and provide sanctions for the violation thereof. These

di ssenmination limtations do not apply to conviction data.

(c) Ceneral policies on use and dissemnation. (1) Use of crimna

hi story record information di ssem nated to non-crininal justice
agencies shall be limted to the purpose for which it was given.

(2) No agency or individual shall confirmthe existence or nonexistence
of crimnal history record information to any person or agency that
woul d not be eligible to receive the information itself.

(3) Subsection (b) does not nandate di ssem nation of crimnal history
record information to any agency or individual. States and |oca
governments will determ ne the purposes for which dissenination of
crimnal history record information is authorized by State | aw,
executive order, |ocal ordinance, court rule, decision or order

(d) Juvenile records. Insure that dissem nation of records concerning
proceedings relating to the adjudication of a juvenile as delinquent or
in need or supervision (or the equivalent) to non-crimnal justice
agencies is prohibited, unless a statute, court order, rule or court
deci sion specifically authorizes dissen nation of juvenile records,
except to the sanme extent as crinminal history records nmay be

di sseni nated as provided in paragraph (b) (3) and (4) of this section
(e) Audit. Insure that annual audits of a representative sanple of
State and local crimnal justice agencies chosen on a random basis
shall be conducted by the State to verify adherence to these



regul ati ons and that appropriate records shall be retained to
facilitate such audits. Such records shall include, but are not
limted to, the nanmes of all persons or agencies to whominformation is
di sseni nated and the date upon which such information is di ssem nated.
The reporting of a crimnal justice transaction to a State, |ocal or
Federal repository is not a dissemination of information.

(f) Security. Wherever crimnal history record infornmation is
col l ected, stored, or dissem nated, each State shall insure that the
following requirenents are satisfied by security standards established
by State legislation, or in the absence of such |egislation, by
regul ati ons approved or issued by the Governor of the State.

(1) Where conputerized data processing is enployed, effective and
technol ogi cal |l y advanced software and hardware designs are instituted
to prevent unauthorized access to such information.

(2) Access to crimnal history record information systemfacilities,
systens operating environments, data file contents whether while in use
or when stored in a nedia |ibrary, and system docunentation is
restricted to authorized organi zati ons and personnel

(3) (i) Conputer operations, whether dedicated or shared, which
support crimnal justice information systens, operate in accordance

wi th procedures devel oped or approved by the participating crimna
justice agencies that assure that:

(a) Crimnal history record information is stored by the conputer in
such manner that it cannot be nodified, destroyed, accessed, changed,
purged, or overlaid in any fashion by non-crimnal justice termnals.
(b) Operation prograns are used that will prohibit inquiry, record
updat es, or destruction of records, fromany terninal other than
crimnal justice systemterm nals which are so designated.

(c) The destruction of records is linmted to designated terninals under
the direct control of the crimnal justice agency responsible for
creating or storing the crimnal history record information.

(d) Operational prograns are used to detect and store for the output of
designated crimnal justice agency enpl oyees all unauthorized attenpts
to penetrate any crinminal history record information system program or
file.

(e) The prograns specified in paragraphs (f)(3)(i) (b) and (d) of this
section are known only to crimnal justice agency enpl oyees responsible
for crimnal history record information system control or individuals
and agenci es pursuant to a specific agreenent with the crimnal justice
agency to provide such prograns and the program(s) are kept

conti nuously under maxi mum security conditi ons.

(f) Procedures are instituted to assure that an individual or agency
authorized direct access is responsible for (1) the physical security
of crimnal history record information under its control or inits
custody and (2) the protection of such information from unauthorized
access, disclosure or dissemnation.

(g) Procedures are instituted to protect any central repository of
crimnal history record information from unauthorized access, theft,
sabotage, fire, flood, wi nd, or other natural or manmade di sasters.
(ii) Acrimnal justice agency shall have the right to audit, nonitor
and i nspect procedures established above.

(4) The crimnal justice agency wll:



(i) Screen and have the right to reject for enploynent, based on good
cause, all personnel to be authorized to have direct access to crimna
hi story record information.

(ii) Have the right to initiate or cause to be initiated administrative
action leading to the transfer or renmpoval of personnel authorized to
have direct access to such information where such personnel violate the
provi sions of these regulations or other security requirenents
established for the collection, storage, or dissenination of crimna
hi story record information.

(iii) Institute procedures, where conputer processing is not utilized,
to assure that an individual or agency authorized direct access is
responsi bl e for

(a) The physical security of crinmnal history record informtion under
its control or in its custody and

(b) The protection of such information from unauthorized access,

di scl osure, or dissem nation.

(iv) Institute procedures, where conputer processing is not utilized,
to protect any central repository of crimnal history record

i nformati on from unaut hori zed access, theft, sabotage, fire, flood,

wi nd, or other natural or nmannade disasters.

(v) Provide that direct access to crimnal history record information
shall be available only to authorized officers or enpl oyees of a
crimnal justice agency and, as necessary, other authorized personne
essential to the proper operation of the criminal history record

i nformati on system

(5) Each enpl oyee working with or having access to crimnal history
record information shall be nmade familiar with the substance and intent
of these regul ations.

(g) Access and review. Insure the individual's right to access and
review of crimnal history information for purposes of accuracy and
conpl eteness by instituting procedures so that-

(1) Any individual shall, upon satisfactory verification of his
identity, be entitled to review wi thout undue burden to either the
crimnal justice agency or the individual, any crimnal history record
i nformati on nai ntai ned about the individual and obtain a copy thereof
when necessary for the purpose of challenge or correction;

(2) Administrative review and necessary correction of any claimby the
i ndi vidual to whomthe information relates that the information is

i naccurate or inconplete is provided;

(3) The State shall establish and inplenment procedures for

admi ni strative appeal where a crimnal justice agency refuses to
correct challenged information to the satisfaction of the individual to
whom t he i nformation rel ates;

(4) Upon request, an individual whose record has been corrected

Sec. 20.22 Certification of conpliance.

(a) Each State to which these regul ations are applicable shall with the
submi ssion of its plan provide a certification that to the maxi mum
extent feasible action has been taken to conply with the procedures set
forth in the plan. Maxi num extent feasible, in this subsection, neans
actions which can be taken to conply with the procedures set forth in



the plan that do not require additional legislative authority or

i nvol ve unreasonabl e cost or do not exceed existing technical ability.
(b) The certification shall include-

(1) An outline of the action which has been instituted. At a m ni num
the requirenments of access and revi ew under Sec. 20.21(g) nust be

conpl etely operational

(2) A description of any legislation or executive order, or attenpts to
obtain such authority that has been instituted to conply with these
regul ati ons;

(3) A description of the steps taken to overcome any fiscal, technical
and admi nistrative barriers to the devel opnent of conplete and accurate
crimnal history record information

(4) A description of existing systemcapability and steps being taken
to upgrade such capability to nmeet the requirenments of these
regul ati ons; and

(5) Alisting setting forth categories of non-crininal justice

di sseni nation. See Sec. 20.21(b).

Sec. 20.23 Docunentation: Approval by QJARS

Wthin 90 days of the receipt of the plan, QJARS shall approve or
di sapprove the adequacy of the provisions of the plan and

certification. Evaluation of the plan by QJARS wil|l be based upon
whet her the procedures set forth will acconplish the required
obj ectives. The evaluation of the certification(s) will be based upon

whet her a good faith effort has been shown to initiate and/or further
conpliance with the plan and regulations. All procedures in the
approved plan rmust be fully operational and inplenented by March 1,
1978. A final certification shall be submitted on March 1, 1978.

Where a State finds it is unable to provide final certification that
all required procedures as set forth in Sec. 20.21 will be operationa
by March 1, 1978, a further extension of the deadline will be granted
by OJARS upon a showing that the State has nmade a good faith effort to
i mpl ement these regul ations to the maxi mnum extent feasible.

Docunment ation justifying the request for the extension including a
proposed tinetable for full conpliance nmust be subnitted to QJARS by
March 1, 1978. Where a State submits a request for an extension, the

i mpl ementation date will be extended an additional 90 days while OQJARS
reviews the docunentation for approval or disapproval. To be approved,
such revised schedul e nust be consistent with the tinmetable and
procedures set out bel ow

(a) July 31, 1978--Submi ssion of certificate of conpliance wth:

(1) Individual access, challenge, and review requirenents;

(2) Administrative security;

(3) Physical security to the maxinmum extent feasible.

(b) Thirty days after the end of a State' s next |egislative

sessi on--Submi ssion to OJARS of a description of State policy on

di ssenmination of crimnal history record information

(c) Six nmonths after the end of a State's |egislative session--

Submi ssion to OJARS of a brief and conci se description of standards and
operating procedures to be followed by all criminal justice agencies



covered by QJARS regulations in conplying with the State policy on

di ssem nati on.

(d) Eighteen nmonths after the end of a State' s |legislative session--
Subni ssion to OJARS of a certificate attesting to the conduct of an
audit of the State central repository and of a random nunber of other
crimnal justice agencies in conpliance with OJARS regul ati ons.

Sec. 20.24 State laws on privacy and security.

Where a State originating crimnal history record information provides
for sealing or purging thereof, nothing in these regul ations shall be
construed to prevent any other State receiving such information, upon
notification, fromconplying with the originating State's sealing or
purgi ng requirenents.

Sec. 20.25 Penalties.

Any agency or individual violating subpart B of these regul ati ons shal
be subject to a fine not to exceed $10,000. In addition, QJARS nay
initiate fund cut-off procedures against recipients of OQJARS
assi st ance.

Sec. 20.30 Applicability.

The provisions of this subpart of the regulations apply to any
Department of Justice crimnal history record information systemthat
serves crimnal justice agencies in two or nore states and to Federal
state and local crimnal justice agencies to the extent that they
utilize the services of Departnent of Justice crimnal history record
i nformati on systens. These regul ations are applicable to both nanua
and automated systens.

Sec. 20.31 Responsibilities.

(a) The Federal Bureau of Investigation (FBI) shall operate the
National Crime Information Center (NCIC), the conmputerized informtion
system whi ch i ncludes tel ecomuni cations |ines and any nessage
switching facilities which are authorized by Iaw or regulation to |ink
| ocal, state and Federal crimnal justice agencies for the purpose of
exchanging NCIC-rel ated information. Such information includes
information in the Conputerized Criminal History (CCH File, a
cooperative Federal -State program for the interstate exchange of
crimnal history record information. CCH shall provide a centra
repository and index of crimnal history record information for the
purpose of facilitating the interstate exchange of such infornmation
anong crimnal justice agencies.

(b) The FBI shall operate the Identification Division to perform

i dentification and crimnal history record information functions for
Federal, state and local crimnal justice agencies, and for non-
crimnal justice agencies and other entities where authorized by
Federal statute, state statute pursuant to Public Law 92-544 (86 Stat.



1115), Presidential executive order, or regulation of the Attorney
General of the United States.

(c) The FBI Identification Division shall maintain the nmaster
fingerprint files on all offenders included in the NCIC/ CCH File for
the purposes of determning first offender status and to identify those
of fenders who are unknown in states where they becone crinmnally active
but known in other states through prior crimnal history records.

Sec. 20.32 Includabl e of fenses.

(a) Crimnal history record information maintained in any Departnent of
Justice crimnal history record information system shall include
serious and/or significant adult and juvenile offenses.

(b) Excluded from such a systemare arrests and court actions limted
only to non-serious charges, e.g., drunkenness, vagrancy, disturbing
the peace, curfew violation, loitering, false fire alarm non-specific
charges of suspicion or investigation, traffic violations (except data
will be included on arrests for mansl aughter, driving under the

i nfluence of drugs or liquor, and hit and run).

(c) The exclusions enunerated above shall not apply to Federal nmnua
crimnal history record information collected, naintained and conpil ed
by the FBI prior to the effective date of these Regul ations.

[Order No. 601-75, 40 FR 22114, May 20, 1975, as amended by Order No.
1601-92. 57 FR 31318. July 15. 1992

Sec. 20.33 Dissem nation of crimnal history record infornmation

(a) Crinminal history record information contained in any Departnent of
Justice crimnal history record information systemw || be nade
avail abl e:

(1) To crimnal justice agencies for crimnal justice purposes; and

(2) To Federal agencies authorized to receive it pursuant to Federa
statute or Executive order.

(3) Pursuant to Public Law 92-544 (86 Stat. 1115) for use in connection
with licensing or |ocal/state enploynment or for other uses only if such
di ssenmination is authorized by Federal or state statutes and approved
by the Attorney General of the United States. Refer to Sec. 50.12 of
this chapter for disseni nation guidelines relating to requests
processed under this paragraph.

(4) For issuance of press releases and publicity designed to effect the
apprehensi on of wanted persons in connection with serious or

signi ficant offenses.

(b) The exchange of criminal history record i nformation authorized by
paragraph (a) of this section is subject to cancellation if

di ssenmination is made outside the receiving departnments or rel ated
agenci es.

(c) Nothing in these regulations prevents a crinminal justice agency
fromdisclosing to the public factual information concerning the status
of an investigation, the apprehension, arrest, release, or prosecution
of an individual, the adjudication of charges, or the correctiona
status of an individual, which is reasonably contenporaneous with the
event to which the information rel ates.



[Order No. 601-75, 40 FR 22114, May 20, 1975, as amended by Order No.
1438-90, 55 FR 32075, Aug. 7, 1990]

Sec. 20.34 Individual's right to access crimnal history record
i nformati on.

(a) Any individual, upon request, upon satisfactory verification of his
identity by fingerprint conparison and upon paynment of any required
processing fee, may review crimnal history record information

mai nt ai ned about himin a Departnent of Justice crimnal history record
i nformati on system

(b) If, after reviewing his identification record, the subject thereof
believes that it is incorrect or inconplete in any respect and w shes
changes, corrections or updating of the alleged deficiency, he should
make application directly to the agency which contributed the
questioned information. The subject of a record may also direct his
chall enge as to the accuracy or conpl eteness of any entry on his record
to the Assistant Director of the FBI Identification Division

Washi ngton, DC 20537. The FBI will then forward the challenge to the
agency which submitted the data requesting that agency to verify or

correct the challenged entry. |If the contributing agency corrects the
record, it shall pronptly notify the FBI and, upon receipt of such a
notification, the FBI will make any changes necessary in accordance

with the correction supplied by the contributor of the origina
i nformati on.

[Order No. 601-75, 40 FR 22114, May 20, 1975, as amended by Order No.
805-78, 43 FR 50173, Oct. 27, 1978]

Sec. 20.35 National Crinme Information Center Advisory Policy Board.

There is established an NCI C Advi sory Policy Board whose purpose is to
recommend to the Director, FBI, general policies with respect to the
phi | osophy, concept and operational principles of NCIC, particularly
its relationships with [ ocal and state systens relating to the

col l ection, processing, storage, dissem nation and use of crimna

hi story record information contained in the CCH File.

(a) (1) The Board shall be conposed of twenty-six nenbers, twenty of
whom are el ected by the NCIC users fromacross the entire United States
and six who are appointed by the Director of the FBI. The six

appoi nted nmenbers, two each fromthe judicial, the corrections and the
prosecutive sectors of the crimnal justice conmunity, shall serve for
an indeterm nate period of time. The twenty elected nenbers shal
serve for a termof two years commenci ng on January 5th of each odd
nunbered year.

(2) The Board shall be representative of the entire crinminal justice
comunity at the state and local |evels and shall include
representation fromlaw enforcenment, the courts and corrections
segnments of this comunity.

(b) The Board shall review and consider rules, regulations and
procedures for the operation of the NCIC



(c) The Board shall consider operational needs of crinminal justice
agencies in light of public policies, and | ocal, state and Federal
statutes and these regul ati ons.

(d) The Board shall review and consider, on a continuing basis,
security and privacy aspects of the NCIC system and shall, as needed,
appoi nt ad hoc subcomrittees to provide informtion and recomrendati ons
to the Board concerning security and privacy of the NCIC system

(e) The Board shall reconmend standards for participation by crimna
justice agencies in the NCIC system

(f) The Board shall report directly to the Director of the FBI or his
desi gnat ed appoi nt ee.

(g) The Board shall operate within the purview of the Federal Advisory
Conmittee Act, Public Law 92-463, 86 Stat. 770.

(h) The Director, FBI, shall not adopt recommendations of the Board
whi ch woul d be in violation of these regul ations.

(28 U.S.C. 509, 510, 534; 5 U S.C 301)

[Order No. 601-75, 40 FR 22114, May 20, 1975, as amended by Order No.
819-79. 44 FR 12031. Mar. 5. 1979.

Sec. 20.36 Participation in the Conputerized Crimnal Hi story Program

(a) For the purpose of acquiring and retaining direct access to CCH
File each crimnal justice agency shall execute a signed agreenment with
the Director, FBI, to abide by all present rules, policies and
procedures of the NCIC, as well as any rules, policies and procedures
herei nafter approved by the NCI C Advisory Policy Board and adopted by
the NCI C

(b) Entry of crimnal history record information into the CCH File will
be accepted only from an authorized state or Federal crimnal justice
control terminal. Termnal devices in other authorized crimna
justice agencies will be limted to inquiries.

Sec. 20.37 Responsibility for accuracy, conpleteness, currency.

It shall be the responsibility of each crimnal justice agency
contributing data to any Departnment of Justice criminal history record
i nformati on systemto assure that information on individuals is kept
conpl ete, accurate and current so that all such records shall contain
to the maxi mum extent feasible dispositions for all arrest data

i ncluded therein. Dispositions should be submitted by criminal justice
agencies within 120 days after the disposition has occurred.

Sec. 20.38 Sanction for nonconpliance.
The services of Departnent of Justice crinminal history record

i nformati on systens are subject to cancellation in regard to any agency
or entity which fails to conply with the provisions of subpart C.



Appendi x to Part 20--Conmentary on Sel ected Sections of the Regul ations
on Crimnal History Record Information Systens

Subpart A--Sec. 20.3(b). The definition of criminal history record
information is intended to include the basic of fender-based transaction
statistics/conputerized crimnal history. (OBTS/CCH) data el enents.

If notations of an arrest, disposition, or other formal crimna
justice transactions occur in records other than the traditional ''rap
sheet'' such as arrest reports, any crinmnal history record information
contained in such reports cones under the definition of this
subsecti on.

The definition, however, does not extend to other information contained
in crimnal justice agency reports. Intelligence or investigative
information (e.g., suspected crimnal activity, associates, hangouts,
financial information, ownership of property and vehicles) is not
included in the definition of criminal history information

Sec. 20.3(c). The definitions of crimnal justice agency and

admi nistration of crimnal justice of Sec. 20.3(c) nust be considered
together. Included as crimnal justice agencies would be traditiona
police, courts, and corrections agencies as well as subunits of non-
crimnal justice agencies perfornming a function of the admnistration
of crimnal justice pursuant to Federal or State statute or executive
order. The above subunits of non-crimnal justice agencies would

i nclude for exanple, the Ofice of Investigation of the U S. Departnent
of Agriculture which has as its principal function the collection of
evi dence for crimnal prosecutions of fraud. Also included under the
definition of crimnal justice agency are unbrella-type adm nistrative
agenci es supplying crimnal history informtion services such as New
York's Division of Crimnal Justice Services.

Sec. 20.3(e). Disposition is a key concept in section 524(b) of the
Act and in Sec. 20.21(a)(1l) and Sec. 20.21(b). It, therefore is
defined in some detail. The specific dispositions listed in this
subsection are exanples only and are not to be construed as excl uding
ot her unspecified transactions concluding crimnal proceedings within a
parti cul ar agency.

Sec. 20.3(k). The different kinds of acquittals and dism ssals as
delineated in Sec. 20.3(e) are all considered exanples of nonconviction
dat a.

Subpart B--Sec. 20.20(a). These regulations apply to crininal justice
agenci es receiving funds under the Omibus Crinme Control and Safe
Streets Act for manual or autonmated systens subsequent to July 1, 1973.
In the hearings on the regul ations, a nunmber of those testifying
chal l enged LEAA's authority to promul gate regul ati ons for manua
systens by contending that section 524(b) of the Act governs crimna

hi story informati on contained in autonmated systens.

The intent of section 524(b), however, would be subverted by only
regul ati ng autonmated systenms. Any agency that wi shed to circunvent the



regul ati ons would be able to create duplicate nanual files for purposes
contrary to the letter and spirit of the regul ations.

Regul ati on of manual systens, therefore, is authorized by section
524(b) when coupled with section 501 of the Act which authorizes the
Administration to establish rules and regul ations ''necessary to the
exercise of its functions * * *'

The Act clearly applies to all criminal history record i nfornmation
col l ected, stored, or dissem nated with LEAA support subsequent to July
1, 1973.

Limtations as contained in subpart C also apply to i nfornmation
obtained fromthe FBI Identification Division or the FBI/NCIC System

Sec. 20.20 (b) and (c). Section 20.20 (b) and (c) exenpts from

regul ations certain types of records vital to the apprehension of
fugitives, freedom of the press, and the public's right to know. Court
records of public judicial proceedings are also exenpt fromthe
provi si ons of the regul ati ons.

Section 20.20(b)(2) attenpts to deal with the problem of conmputerized
police blotters. |In sonme local jurisdictions, it is apparently
possi bl e for private individuals and/or newsnen upon subm ssion of a
speci fic name to obtain through a conputer search of the blotter a

hi story of a person's arrests. Such files create a partial crimna

hi story data bank potentially damagi ng to individual privacy,
especially since they do not contain final dispositions. By requiring
that such records be accessed solely on a chronol ogi cal basis, the
regulations limt inquiries to specific tinme periods and di scourage
general fishing expeditions into a person's private life.

Subsection 20.20(c) recogni zes that announcenents of ongoing

devel opnents in the criminal justice process should not be precluded
frompublic disclosure. Thus, announcenents of arrest, convictions,
new devel opnents in the course of an investigation my be made. It is
al so permissible for a crinminal justice agency to confirmcertain
matters of public record information upon specific inquiry. Thus, if a
gquestion is raised: ''Was X arrested by your agency on January 3,

1975'' and this can be confirmed or denied by | ooking at one of the
records enunerated in subsection (b) above, then the crimnal justice
agency nmay respond to the inquiry. Conviction data as stated in Sec.
20.21(b) may be dissem nated without |imtation.

Sec. 20.21. The regulations deliberately refrain from specifying who
within a State should be responsible for preparing the plan. This
speci fic determi nation should be nade by the Governor. The State has
90 days fromthe publication of these revised regulations to subnmt the
portion of the plan covering Secs. 20.21(b) and 20.21(f).

Section 20.20(a)(1l) is witten with a centralized State crimna

hi story repository in mnd. The first sentence of the subsection
states that conplete records should be retained at a central State
repository. The word '"should'' is perm ssive; it suggests but does
not mandate a central State repository.



The regul ations do require that States establish procedures for State
and local crimnal justice agencies to query central State repositories
wherever they exist. Such procedures are intended to insure that the
nost current crimnal justice information is used.

As a minimum crimnal justice agencies subject to these regul ations
nmust make inquiries of central State repositories whenever the
repository is capable of nmeeting the user's request within a reasonabl e
time. Presently, conprehensive records of an individual's transactions
within a State are maintained in manual files at the State level, if at
all. It is probably unrealistic to expect manual systens to be able

i medi ately to neet many rapi d-access needs of police and prosecutors.
On the other hand, queries of the State central repository for nost
non-crimnal justice purposes probably can and should be nmade prior to
di ssenmination of crimnal history record information

Sec. 20.21(b). The limtations on dissemnation in this subsection are
essential to fulfill the mandate of section 524(b) of the Act which
requires the Administration to assure that the ''privacy of al
information is adequately provided for and that information shall only
h~ used for |aw enforcenent and criminal justice and other |awfu
purposes.’’ The categories for dissem nation established in this
section refl ect suggestions by hearing witnesses and respondents
submtting witten comentary.

The regul ati ons distinguish between conviction and nonconvi ction

i nformati on insofar as dissem nation is concerned. Conviction
information is currently nmade available without linmtation in many
jurisdictions. Under these regulations, conviction data and pendi ng
charges could continue to be disseninated routinely. No statute,
ordi nance, executive order, or court rule is necessary in order to
aut hori ze di ssem nation of conviction data. However, nothing in the
regul ati ons shall be construed to negate a State law limting such
di ssem nati on.

After Decenber 31, 1977, dissem nation of nonconviction data woul d be
allowed, if authorized by a statute, ordinance, executive order, or
court rule, decision, or order. The Decenber 31, 1977, deadline allows
the States tinme to review and deternine the kinds of dissem nation for
non-crimnal justice purposes to be authorized. Wen a State enacts
conprehensive legislation in this area, such legislation will govern
di ssenmination by local jurisdictions within the State. It is possible
for a public record | aw which has been construed by the State to
authorize access to the public of all State records, including crimna
hi story record information, to be considered as statutory authority
under this subsection. Federal |egislation and executive orders can
al so aut horize di ssem nation and woul d be rel evant authority.

For exanple, Civil Service suitability investigations are conducted
under Executive Order 10450. This is the authority for nost

i nvestigati ons conducted by the Comm ssion. Section 3(a) of 10450
prescribes the m ninum scope of investigation and requires a check of
FBI fingerprint files and witten inquiries to appropriate |aw

enf orcenent agenci es.



Sec. 20.21(b)(3). This subsection would permit private agencies such
as the Vera Institute to receive crimnal histories where they perform
a necessary adm nistration of justice function such as pretria

rel ease. Private consulting firnms which commonly assist crimna
justice agencies in information systens devel opnent woul d al so be

i ncl uded here.

Sec. 20.21(b)(4). Under this subsection, any good faith researchers

i ncluding private individuals would be pernitted to use crimna

hi story record information for research purposes. As with the agencies
designated in Sec. 20.21(b)(3) researchers would be bound by an
agreenent with the dissem nating crinminal justice agency and woul d, of
course, be subject to the sanctions of the Act.

The drafters of the regul ati ons expressly rejected a suggestion which
woul d have limted access for research purposes to certified research
organi zations. Specifically '"'certification'' criteria would have been
extrenely difficult to draft and woul d have inevitably led to
unnecessary restrictions on legitinmate research

Section 524(a) of the Act which fornms part of the requirements of this
section states:

"' Except as provided by Federal |aw other than this title, no officer
or enployee of the Federal Governnment, nor any recipient of assistance
under the provisions of this title shall use or reveal any research or
statistical information furnished under this title by any person and
identifiable to any specific private person for any purpose other than
the purpose for which it was obtained in accordance with this title.
Copi es of such information shall be i mmune fromlegal process, and
shall not, w thout the consent of the person furnishing such
informati on, be admitted as evidence or used for any purpose in any
action suit, or other judicial or admnistrative proceedings.'

LEAA antici pates issuing regul ations, pursuant to section 524(a) as
soon as possi bl e.

Sec. 20.21(c)(2). Presently sonme enployers are circunventing State and
| ocal dissem nation restrictions by requesting applicants to obtain an
official certification of no crinminal record. An enployer's request
under the above circunstances gives the applicant the unenvi able choice
of invasion of his privacy or |oss of possible job opportunities.

Under this subsection routine certifications of no record would no

| onger be pernmitted. |In extraordinary circunstances, however, an

i ndi vidual could obtain a court order permitting such a certification

Sec. 20.21(c)(3). The language of this subsection |eaves to the States
t he question of who anpbng the agencies and individuals listed in Sec.
20.21(b) shall actually receive crimnal records. Under these

regul ations a State could place a total ban on dissemination if it so
wi shed. The State could, on the other hand, enact |aws authorizing any
menber of the private sector to have access to non-conviction data.



Sec. 20.21(d). Non-criminal justice agencies will not be able to
receive records of juveniles unless the | anguage of a statute or court
order, rule, or court decision specifies that juvenile records shall be
avail abl e for dissemination. Perhaps the nost controversial part of
this subsection is that it denies access to records of juveniles by
Federal agencies conducting background investigations for eligibility
to classified informati on under existing |egal authority.

Sec. 20.21(e) Since it would be too costly to audit each crimna
justice agency in nost States (Wsconsin, for exanple, has 1075
crimnal justice agencies) randomaudits of a representative sanple'

of agencies are the next best alternative. The term''representative
sanple'' is used to insure that audits do not sinply focus on certain
types of agencies. Although this subsection requires that there be
records kept with the names of all persons or agencies to whom
information is dissem nated, crimnal justice agencies are not required
to maintain dissemnation logs for ''no record'' responses.

Sec. 20.21(f). Requirenments are set forth which the States nust neet
in order to assure that crimnal history record information is
adequately protected. Automated systens may operate in shared
environnents and the regulations require certain m ni num assurances.

Sec. 20.21(g)(1). A challenge'' under this section is an oral or
written contention by an individual that his record is inaccurate or
incomplete; it would require himto give a correct version of his
record and explain why he believes his version to be correct. Wile an
i ndi vi dual shoul d have access to his record for review, a copy of the
record should ordinarily only be given when it is clearly established
that it is necessary for the purpose of challenge. The drafters of the
subsection expressly rejected a suggestion that would have called for a
satisfactory verification of identity by fingerprint conparison. It
was felt that States ought to be free to determ ne other nmeans of
identity verification.

Sec. 20.21(g)(5). Not every agency will have done this in the past,

but henceforth adequate records including those required under 20.21(e)
nmust be kept so that notification can be made.

Sec. 20.21(g)(6). This section enphasizes that the right to access and
review extends only to crimnal history record information and does not
i nclude other information such as intelligence or treatnent data.

Sec. 20.22(a). The purpose for the certification requirenent is to

i ndicate the extent of conpliance with these regulations. The term
"''maxi mum extent feasible'' acknow edges that there are sonme areas such
as the conpl eteness requi rement which create conplex |egislative and
financi al probl ens.

Note: In preparing the plans required by these regul ations, States
shoul d | ook for guidance to the follow ng docunments: National Advisory
Conmmi ssion on Criminal Justice Standards and Goal s, Report on the
Crimnal Justice System Project SEARCH: Security and Privacy
Considerations in Criminal History Informati on Systens, Technica
Reports No. 2 and No. 13; Project SEARCH. A Model State Act for

Criminal O fender Record Information, Technical Menorandum No. 3; and



Proj ect SEARCH. Model Adm nistrative Regulations for Criminal Ofender
Record Information, Technical Menorandum No. 4.

Subpart C--Sec. 20.31. Defines the crimnal history record information
system operated by the Federal Bureau of Investigation. Each state
having a record in the Conputerized Criminal History (CCH file mnust
have a fingerprint card on file in the FBI Identification Division to
support the CCH record concerning the individual

Par agraph (b) is not intended to limt the identification services
presently perfornmed by the FBI for Federal, state and | ocal agenci es.
Sec. 20.32. The grandfather clause contained in the third paragraph of
this section is designed, froma practical standpoint, to eliminate the
necessity of deleting fromthe FBI's nmassive files the nonincl udable

of fenses which were stored prior to February 1973. In the event a
person is charged in court with a serious or significant offense
arising out of an arrest involving a non-includable offense, the
non-i ncl udabl e offense will appear in the arrest segnent of the CCH
record.

Section 20.33. Incorporates provisions cited in 28 CFR 50.12 regarding
di ssenmination of identification records outside the Federal Governnent
for non-crimnal justice purposes.

Sec. 20.34. The procedures by which an individual nay obtain a copy of
his manual identification record are particularized in 28 CFR 16. 3034.
The procedures by which an individual may obtain a copy of his
Conmputerized Crimnal History record are as follows: If an individua
has a crimnal record supported by fingerprints and that record has
been entered in the NCIC CCH File, it is available to that individua
for review, upon presentation of appropriate identification, and in
accordance with applicable state and Federal adm nistrative and
statutory regulations. Appropriate identification includes being
fingerprinted for the purpose of insuring that he is the individua
that he purports to be. The record on file will then be verified as
hi s through conparison of fingerprints.

Pr ocedure.

1. Al requests for review nust be made by the subject of his record
through a | aw enforcenment agency which has access to the NCIC CCH Fil e.
That agency within statutory or regulatory limts can require
additional identification to assist in securing a positive

i dentification.

2. If the cooperating | aw enforcenment agency can nake an identification
with fingerprints previously taken which are on file locally and if the
FBI identification nunber of the individual's record is available to
that agency, it can nmake an on-line inquiry of NCIC to obtain his
record on-line or, if it does not have suitable equipnent to obtain an
on-line response, obtain the record from Washi ngton, DC, by mail. The
i ndividual will then be afforded the opportunity to see that record.

3. Shoul d the cooperating | aw enforcenment agency not have the

i ndividual's fingerprints on file locally, it is necessary for that
agency to relate his prints to an existing record by having his



identification prints conpared with those already on file in the FBI

or, possibly, in the State's central identification agency.

4. The subject of the requested record shall request the appropriate
arresting agency, court, or correctional agency to initiate action
necessary to correct any stated inaccuracy in his record or provide the
i nformati on needed to nmake the record conplete.

Sec. 20.36. This section refers to the requirenents for obtaining
direct access to the CCH file.

Sec. 20.37. The 120-day requirenent in this section allows 30 days
nore than the simlar provision in subpart s in order to allow for
processing tinme which may be needed by the states before forwarding the
di sposition to the FBI

[Order No. 662-76, 41 FR 34949, Aug. 18, 1976, as anended by Order No.
1438-90, 55 FR 32075, Aug. 7, 1990]



